The Sovereign Elector:
Civic Integrity Suite

EAC-Compliant Voting Terminal &
Cryptographic Ballot Aggregator.
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SECURE PAPER BALLOT SCANNER

Product Name:

The Sovereign Elector (Compliant Voting Terminal & Precinct Hub)

SKU:

SOV-CIVIC-ELECTOR

Verslon: 1.0
Date: Harch 11, 2026
Owner: DeReticular Civic Infrastructure Division i

Target MSRP:

$4,500.00 (Per Precinct Bundle)

TAMPER-EVIDENT SEAL
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The Vulnerability of Legacy Infrastructure
The US electoral system suffers from a reliance on aging,
proprietary black-box machines. ’- '

The Crisis: The United States electoral
system is suffering a catastrophic crisis
of trust fueled by public skepticism.

Gpaque Codebases

@

UuInerabIe Supply Chains

The Flaw: Current infrastructure relies
on aging, proprietary black-box
machines from centralized vendors like
ES&S and Dominion.

The Mandate: A critical need for a
system that does not ask the public to
“trust the software,” but rather
mathematically proves its own integrity. Delayed Reporting
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The Sovereign Elector Paradigm
Un-hackable digital twins backed by an ultimate physical truth. |

Legacy Black-Box Systems Sovereign Automation |
|
Trust Model “Trust Us” (Proprietary) “Prove It” (Zero-Trust) |
|
R Vulnerable e N _~7_ 100% Air-Gapped |
ptlndsien ~ (Intermittent connections) Sl (Hardware enforced) ﬂ |
|
Ledger Opaque & Siloed Public Locutus Ledger
Paper Trail Often Optional or Disconnected Mandatory VVPAT
» N
Core Philosophy: By leveraging combat-tested hardware Precinct Bundle: Includes 1x Sentry Hub + 4x Sovereign
and the Split-Ledger Architecture, we cryptographically Decks at a target MSRP of $4,500.00. |
decouple Voter Identity from Voter Intent.
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Engineered from Silicon for VVSG 2.0

Strict alignment with Election Assistance Commission (EAC) mandates.

Quadrant 1: VVPAT (Voter-
Verified Paper Audit Trail)

Mandate: No blockchain-only voting.

Solution: Mandatory attached
thermal/laser printer and secure
physical lockbox.

o

Quadrant 2: Strict Air-Gapping

Mandate; Zero internet connection
_—. during voting.

h < Solution: Hardware-level relays
physically sever WAN ports and
Wi-Fi antennas.

Quadrant 3: ADA Accessibility

Mandate: Universal access.

Solution: OpenClaw Al provides local
whisper-model text-to-speech and
sip-and-puff interface support,
entirely offline.

@

Quadrant 4: Hardware
Root-of-Trust

- Mandate: Tamper-evident hardware.
3%.3' Solution: Onboard TPM 2.0 module
cryptographically signs every cast
ballot to prove certified origin.

& NotebookLM



Anatomy of a Precinct Kit

A fully localized, resilient, and ruggedized physical infrastructure.

1x Sovereign Sentry Pro
(The Precinct Hub):

The localized, air-gapped
database.

Stores encrypted local tally.
Operates on <15W of power.

" : 1 Sentry Pro (Hub)

4x Sovereign Decks
(The Voting Terminals):

Ruggedized touchscreen tablets.

Stripped of all RF components

(No Wi-Fi/Bluetooth chips installed).

4x VVPAT Printers:

Industrial thermal printers in
tamper-evident DeReticular chassis.

A

Sovereign \ ~

1x Nomad Link

(The Transmission Bridge):
Stored in a physical lockbox.

Physically disconnected
until polls close.
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Zero-Trust Containerized Operations

Purpose-built kernels for localized processing and routing.

( N
Security Posture:

Containerized execution ensures
39557575 Zero unauthorized external code

: can execute during the voting

cycle.

OpenClaw 'Elector’ Image:
dereticular/openclaw-
civic:latest.

Acts as the local Ul and ADA
compliance engine. Translates
touchscreen input into the
standardized CVR (Cast Vote
Record) JSON format.

Split-Ledger Routing Engine:
The proprietary mechanism that
strictly manages the
cryptographic separation of the
voter from the cast vote.
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The Core Innovation: Split-Ledger

Solving the Anonymity vs. Verification paradox by
cryptographically separating identity from intent.

e =]
Layer A (Identity): Tracks who

voted (e.g., John Doe, ID #12345)

to prevent double voting.
Layer A L =

(Private Ledger) ' N\

A

The Single-Use QR Token: Bridges
the layers. Contains zero Personally
|dentifiable Information (PII).

= 5
Layer B
Layer B (Intent): Tracks what the
Layer B vote was (e.g., Vote for Candidate X)
(Public Locutus Ledger) _to prove the tally. 2
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Operational Workflow | Step 1: Secure Check-In
Authentication against the Private Ledger (Layer A)

b

Voter approaches
human poll
worker.

e

W

Identity verified
against State
Electronic Poll
Book.

Pes

System updates
status to
‘Voted'.

>

i

Generation of the

blank QR token
slip.

]

N Updating the Poll Book strictly prevents double-voting.

N Voter identity (e.g., John Doe, ID #12345) is verified but remains strictly
within Layer A.

N The voter is handed a blank, watermarked paper slip with a single-use QR token.
Critical security note: This token contains zero identity data.

Y
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Operational Workflow | Step 2: The Air-Gapped Vote
The generation of the Voter-Verified Paper Audit Trail (VVPAT).
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PHYSICAL

BALLOT BOX
Stepjlﬂ: Tcken_sﬁ hin_s_aéc_:l _m_tc:-—‘ Steh 2; Caﬁdidaté s._elheétecﬂ- e ‘ .
- : Step 3: VVPAT thermal printer
the Sovereign Deck slot. via OpenClaw UL. ejects paper ballot.
The Ultimate Truth Action:
The entire transaction occurs on hardware | OpenClaw agent locally renders candidate The Sovereign Deck prints the ‘ The voter visually verifies the printed paper and
stripped of all RF/Wi-Fi chips. choices based on the blank QR token. physical paper ballot. manually drops it into the physical ballot box.
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Operational Workflow | Step 3: The Hardware Oracle

Cryptographic attestation and securing the Cast Vote Record (CVR).

Cat6 Hardwire

Sovereign Deck TPM 2.0 Module
Sentry Pro NVMe RAID
- 1 : ,
The Sovereign Deck generates a standardized CVR. 00
The onboard TPM 2.0 Ed25519 Private Key applies a digital The Encrypted Payload essentially states:

signature to the record.

Machine #802 at Precinct 44 witnessed a

The signed record is transmitted via hardwire Cat6 directly Yote For Candidatery 2% ¥4:02.PM

to the air-gapped Sovereign Sentry Pro RAID array.
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Operational Workflow | Step 4: Tally & Transmission
Bridging the physical lock-and-key to the public Locutus Ledger.

————————{ 800 PM: Palis Close j———]

“ @® Voting ”

8:00 PM Protocol: State Change: Aggregation: Broadcast:

Polls close. Precinct Judge Sentry Pro transitions The system compiles all Nomad Link is powered on.

turns their physical from “Voting"” to “Tally”". TPM-signed hashes into Encrypted block of hashes is

YubiKey. a Merkle Tree. blasted to the State’s central
Locutus Ledger via Starlink/LTE.

3

The Result: Citizens can view the public blockchain to mathematically prove the digital tally matches the machine count.

J
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The VVPAT Ultimate Truth

Resolving digital disputes by bridging the Public Ledger and the Physical Box.

The Cryptographic
Digital Twin

Merkle Tree Hash: OX9A4F. .. =

The Dispute Mechanism

If a candidate claims digital votes
were flipped, the system defaults
to physical reality.

DeReticular policy and US legal
standards strictly defer to the
physical paper ballot.

proves the voter's actual intent.

The Physical
ek Paper Ballot
*Lt . I rl
o
38 '::;-H\II'I
The Hierarchy Dual Verification

The blockchain mathematically proves the
voting machine itself was not tampered
with. The physical paper in the lockbox
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Anticipating and Neutralizing Threats

A combat-tested approach to civic infrastructure vulnerabilities.

Threat: Network Tampering
(Hackers altering votes).

Risk ID; R-VOTE-01.
Vector: Remote exploitation of exposed
network interfaces to modify baliot data
at rest or in transit.

Threat: “Spicy Pillow” /
Targeted Grid Attack

Risk ID: R-VOTE-02.

Veetor: Deliberate power disruption or thermal
event leading to system failure or data loss
during operation.

Threat: Transmission Blockout /
Cellular Jamming

Risk ID: R-VOTE-04.

Veetor| Active denial of service against
cellular or satellite frequencies, preventing
final tally transmission.

RF BLOCK

Shield: Physical Air-Gap. Sovereign Decks lack Wi-

FI/LTE chips; Sentry Hub WAN ports physically disabled
via relays until hardware key triggers Tally phase.

Security Protocol: Hardware-enforced isolation.

Physlcal disconnection prevents all unauthorlzed external
communication. Only the validated "Tally Key" enables the
relay for encrypted transmission.

Shield: Extreme Power Efficiency. Sentry Hubs
operate on <15W. Precinct Kits ship with 2kWh LIFePO4
batteries, guaranteeing 48 hours of uptime for the
entire 4-terminal precinct without grid power.

Resilience Spec: LiFePO4 chemistry guarantees stable
operation under stress. Low-power design ensures
continuous function through prolonged outages.

Shield: Nomad Signal Fusion. Link utilizes
bonded LTE across multiple carriers plus Starlink satellite
failover to guarantee immediate tally transmission.

Redundancy Arehitecture: Aggregated multi-path uplink
ensures message delivery. Sta lnk. LEO satellite acts as
ultimate, unreachabie faliover.
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Capturing the Civic Infrastructure Market

Replacing black-box conglomerates with radical transparency.

The Market Gap:
The US election security market is

dominated by aging conglomerates
facing intense, bipartisan scrutiny.

Multi-Billion Dollar
Government Procurement

The Wedge

The Wedge:
Modifying existing, combat-tested

iIndustrial product lines for civic duty
opens a highly lucrative government
procurement vertical.

- — . — —

The Value Proposition:

We do not ask the public to trust our software. We offer a system
where the hardware mathematically proves its own integrity, the
Industrial Operations ledger is public, and the paper trail is paramount.
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System Readiness & Authority

End of Document.
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